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QUICK TIPS
(--THIS SECTION DOES NOT PRINT--)

This PowerPoint template requires basic PowerPoint 
(version 2007 or newer) skills. Below is a list of 
commonly asked questions specific to this template. 
If you are using an older version of PowerPoint some 
template features may not work properly.

Using the template

Verifying the quality of your graphics
Go to the VIEW menu and click on ZOOM to set your 
preferred magnification. This template is at 100% 
the size of the final poster. All text and graphics will 
be printed at 100% their size. To see what your 
poster will look like when printed, set the zoom to 
100% and evaluate the quality of all your graphics 
before you submit your poster for printing.

Using the placeholders
To add text to this template click inside a 
placeholder and type in or paste your text. To move 
a placeholder, click on it once (to select it), place 
your cursor on its frame and your cursor will change 
to this symbol:         Then, click once and drag it to 
its new location where you can resize it as needed. 
Additional placeholders can be found on the left 
side of this template.

Modifying the layout
This template has four
different column layouts. 
Right-click your mouse
on the background and 
click on “Layout” to see 
the layout options.
The columns in the provided layouts are fixed and 
cannot be moved but advanced users can modify any 
layout by going to VIEW and then SLIDE MASTER.

Importing text and graphics from external sources
TEXT: Paste or type your text into a pre-existing 
placeholder or drag in a new placeholder from the 
left side of the template. Move it anywhere as 
needed.
PHOTOS: Drag in a picture placeholder, size it first, 
click in it and insert a photo from the menu.
TABLES: You can copy and paste a table from an 
external document onto this poster template. To 
adjust  the way the text fits within the cells of a 
table that has been pasted, right-click on the table, 
click FORMAT SHAPE  then click on TEXT BOX and 
change the INTERNAL MARGIN values to 0.25

Modifying the color scheme
To change the color scheme of this template go to 
the “Design” menu and click on “Colors”. You can 
choose from the provide color combinations or you 
can create your own.

QUICK DESIGN GUIDE
(--THIS SECTION DOES NOT PRINT--)

This PowerPoint 2007 template produces a 36”x48” 
professional  poster. It will save you valuable time 
placing titles, subtitles, text, and graphics. 

Use it to create your presentation. Then send it to 
PosterPresentations.com for premium quality, 
same day affordable printing.

We provide a series of online tutorials that will 
guide you through the poster design process and 
answer your poster production questions. 

View our online tutorials at:
 http://bit.ly/Poster_creation_help 
(copy and paste the link into your web browser).

For assistance and to order your printed poster call 
PosterPresentations.com at 1.866.649.3004

Object Placeholders

Use the placeholders provided below to add new 
elements to your poster: Drag a placeholder onto 
the poster area, size it, and click it to edit.

Section Header placeholder
Move this preformatted section header placeholder 
to the poster area to add another section header. 
Use section headers to separate topics or concepts 
within your presentation. 

Text placeholder
Move this preformatted text placeholder to the 
poster to add a new body of text.

Picture placeholder
Move this graphic placeholder onto your poster, size 
it first, and then click it to add a picture to the 
poster.
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Devices Used for Development and Testing
● Samsung Galaxy S8
● LG G6
● iMac for testing
● Various windows laptops for development

Tools and Databases Used
● Android Studio
● Heroku 
● Django
● Amazon EC2
● Wireshark
● Columbia Medical Database
● Pen Testing(OWASP, Zap,Jenkins, 

Vega)

ABSTRACT

 Downfalls of classical PIR 

● Downloading the entire 
database
○ Maximum 

communication 
complexity

● Other PIR systems require:
○ Replicating the 

database on multiple 
servers

○ Excessive Computation, 
ex: Quadratic Residue

PriView PIR system

● Eliminates the need to 
replicate or modify 
databases

● Can be used with 
third-party services 

Other Health Applications
● iTriage
● WebMD
● Ada

Drawbacks
1. Gather personal 

information and use it 
for many purposes, 
such as 
advertisement.

2. Don’t assist in finding 
a doctor.

3. Not accurate in the 
diagnosis.

4. Don’t take 
preventative measures 
to secure privacy

Problem

  

● Web services are able to capture the user’s 

information whenever you use their service.

● Web Services are also able to capture the user’s 

request which can contain sensitive information.

● Third-party services are able to use this sensitive 

information for purposes such as advertisements.

DISCUSSIONS

● Our frame-work allows users to map symptoms to diseases using the online  
service that was developed.

● A modified version of a PIR system, PriView, was defined and without 
revealing any of their symptoms to the service provider, a user is able to get a 
medical diagnosis

● Wireshark showed the information being sent to the proxy is encrypted and 
pen testing showed there are many existing proxy servers which need to be 
replicated for a man in the middle attack

● We were able to generate random queries which prevents the proxy from 
knowing the true query and using the proxy prevents the internet service from 
determining the user’s identity

This research project (Private MD) implements a modified version of PriView, a 
privacy-preserving technique for querying third-party services from mobile devices. 
Classical private information retrieval (PIR) schemes are difficult to deploy and use, 
since they require the target service to be replicated and modified. To avoid this 
problem, PriView utilizes a novel, proxy-mediated form of PIR, in which the client 
requests dummy query responses to the proxy server. This way the proxy server does 
not know the actual request made by the user. The proxy then sends the query 
requests to the target web server which handles queries. This technique provides both 
confidentiality and anonymity with respect to the target service, which knows neither 
the identity of the client device or the exact query it issued. Our application, Private 
MD, will allow the user to enter symptoms in order to get a preliminary diagnosis. 
Further work will be done to implement a more accurate diagnosis, which utilizes 
SNOMED-CT, include a feature which allows the user to find a doctor based on their 
profile, and allow the user to use their voice to describe their symptoms. Furthermore, 
more privacy preserving techniques will be implemented and tested for security and 
usability.

BACKGROUND

Future Work:
● Implement more security techniques and analyze their security
● Measure energy consumption
● Measure bandwidth usage
● Measure latency
● Increase the accuracy of the diagnosis using wordnet and 

SNOMED-CT
● Locate a doctor specific to the user

Usability and user privacy are two fundamental requirements for medical 
applications. Our frame-work allows users to map symptoms to diseases 
using online services, without revealing any of their symptoms to the 
service provider. Instead of using two proxy servers, we used one to act as 
the middleman between the user and the internet service. The framework 
also hides the user’s identity, which means the online service will not know 
who is accessing or querying their database. Particularly, this technique 
provides both confidentiality and anonymity with respect to the target 
service.

Improvements and potential downfalls of implemented system
● Sending queries to only one proxy allows for increased confidentiality.
● This system is more susceptible to an outside attacker since there is 

only one proxy server 
● Our focus is hiding the user’s identity and query requests from the 

internet service not an outside attack by a third-party

The project is funded by National Science Foundation 
Grant No. CNS-1559652 and New York Institute of Technology. 

Objective: 

The main objective of our project is to successfully allow a user of 

our application to query information while hiding that query and 

the user’s information. This will be achieved using our modification 

of the PriView.

Our research project will assist the user in:

● Self Diagnosis

● Privacy Preservation

● Assisting locating doctors’ office

System Overview

It is evident that the android 
application automatically 
encrypts the data being sent.

Primary Handshake showing 
that the client is connecting 
to Amazon

Main screen of the 
application

Diagnosis Screen

Client Cloud 
Service

Query sent and result 
received to and from the 
proxy server. 

App User Interface

Privacy Test

http://www.facebook.com/pages/PosterPresentationscom/217914411419?v=app_4949752878&ref=ts
mailto:dnorkolo@nyit.edu

